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Online Safety Policy  
Safeguarding and promoting the welfare of children is everyone’s 

responsibility- KCSIE 2021 
Intent  
The national curriculum for computing aims to ensure that all pupils are responsible, competent, 
confident and creative users of information and communication technology. Through the teaching 
of Online Safety at Upminster Junior School we intend to: 

● safeguard and protect the children and staff of Upminster Infant and Junior School.  

● assist children and staff to work safely and responsibly with the internet and other 

communication technologies.  

● set clear expectations of behaviour when using the internet for educational, personal or 

recreational purposes.  

● ensure all members of the school community are aware that unlawful or unsafe behaviour 

is unacceptable, and that, where necessary, disciplinary or legal action will be taken.  

● minimize the risk of malicious or misplaced allegations made against adults who work with 
pupils.  
 

Our rationale 
Our rationale for teaching Online safety at Upminster Junior School we recognise that technology 

is an essential resource when building and developing lifelong skills for all learners. Technology is 

constantly evolving and changing and offers many opportunities to children. We strongly feel that 

it is important for children to understand the benefits of using the internet and other technologies, 

but to balance this with an awareness of the potential risks whilst also teaching them the 

appropriate behaviours to use when online. We aim to equip all pupils with the strategies to 

overcome any issues they may encounter when using different devices to develop confident, 

responsible and resilient children. This curriculum reflects the school’s commitment to continue 

the safeguarding and wellbeing of all pupils. It is also our intention to build on previous 

understanding year on year and deliver a curriculum that prepares them for later life. This will be 

achieved through a variety of approaches, experiences and hands-on activities that promote 

critical thinking skills.  



 
Online Safety and other National Curriculum subjects 
It is important that as technology is used as a day-day element of school life and across all subject 
areas, therefore if opportunities to talk about Online Safety arise which do not fall within the 
Computing lesson for each year group they should be taken advantage of. 
Online Safety supports independent learning, communication skills, and problem solving 
strategies across the curriculum.  It provides a stimulating resource that helps to engage and 
interest pupils in their learning. 
 
Equal opportunities and Inclusion 

Lessons and activities are planned to include all children by using a range of approaches. This 
includes: questioning, use of equipment, and mixed ability grouping to enable children to offer peer 
support. Lessons are planned to facilitate the best possible outcome for all children within the class. 
 
Spiritual, moral, social and cultural development and British Values 

Collaborative work in Online Safety develops mutual respect for the differing opinions, beliefs and 
abilities of others. In addition, children develop a respect for how to behave online appropriately. 
They learn to appreciate the value of similarities and differences and learn to show tolerance. A 
variety of experiences teaches them to appreciate that all people – and their views – are equally 
important. Children are encouraged to work in a democratic way, exercising the ‘give and take’ 
required for successful teamwork, this is particularly true of topics which require children to work in 
groups to research or to design and create a product. Values are discussed in assemblies and 
related to how they can be show when working online.  
 
How we Implement Online Safety 
Staff members incorporate Online Safety activities and awareness at the start of and within each 
Computing lesson. They also teach a lesson from the National Online Safety curriculum once 
every half term before beginning the Computing unit for work. This includes the need to protect 
personal information, consider the consequences their online actions may have on others, the 
need to check the accuracy and validity of information they use  and the need to respect and 
acknowledge ownership of digital materials. Any internet use will be carefully planned to ensure 
that it is age appropriate and supports the learning objectives for specific curriculum areas. 
E-Safeguarding will be further promoted through a planned programme of assemblies and whole 
school activities, including promoting Safer Internet Day each year. We will provide regular Parent 
Workshops and distribute suitable literature to promote Online Safety at home and outside of 
school via the school’s social media and parent mail. Pupils will be reminded of the information 
contained in the Acceptable Use Policy, which every pupil will sign. Staff will model safe and 
responsible behaviour in their own use of technology during lessons.  
 ∙ Acceptable Use Agreement will be discussed with pupils at the start of each academic year and 
signed by pupils and parents on a child’s entry into the school.  

∙ Acceptable Use Agreements issued to teachers, support staff and governors annually. ∙ 

Acceptable Use Agreements will be held in pupil and personnel files.  
∙ Online Safety modules are included in the new Computing curriculum and will be taught in all 

lessons wherever relevant.  

∙ E-safeguarding introduced to parents via school website and parent workshops.  

∙ Online Safety displays will be put up in the ICT suite and posters will be displayed in corridors. ∙ 
Termly Online Safety assemblies will be given for pupils by the Online Safety Lead and the 
Digital Leader Team.  
∙ The school will partake in a “Safer Internet Day” in February annually.  
 
Roles and Responsibilities  
This policy applies to all members of the school community, including the Senior Leadership 
Team, Governing Body, teachers, teaching assistants, other support staff and all pupils. The 
Head Teacher, in their role as Child Protection Officer, as well as the Computing and Online 
Safety Subject Leader will be responsible for the implementation of Online Safety in the school. It 
is their responsibility to keep abreast of current issues and guidance via external organisations 



(e.g.  Childline, HSIS, and Rising Stars Computing). Head Teachers and other members of staff 
are able to impose sanctions for inappropriate behaviour e.g. cyber-bullying which is covered by 
this policy.  Parents and carers will be informed of any incidents that may take place.  
 
How we measure the Impact of the Online Safety Curriculum  
Online Safety will be assessed and reviewed through the use of pupil, parent and staff surveys, 
Google site monitoring, lesson observations and analysis of CPOMS incidents. Findings from 
these will be used to inform planning, specific information being sent out to target a new 
technology that  has emerged and the needs for parents and pupil workshops as well as staff 
training.   
 
Cyber-bullying  
Pupils will be taught about the impact of cyberbullying and know how to seek help if they are 
affected by any form of online bullying. Pupils are also aware of where to seek advice or help if 
they experience problems when using the Internet i.e. parent/carer, teacher/trusted member of 
staff, or an organisation such as Childline/CEOP. We will teach pupils to report any incidents of 
cyber-bullying to their parents or any member of staff. These incidents will then be recorded on 
safeguarding and child protection software (CPOMS) and passed on the DSL and computing 
lead.  Consequences for cyber-bullying will follow the school’s anti-bullying policy.   

Any incidents regarding inappropriate use of social media websites/apps involving pupils in the 
school will also be recorded on the online concern forms. Pupils will be encouraged to “turn off the 
monitor and inform an adult” to hide any material that they know is unsuitable for viewing. This will 
instantly cover the whole screen until it can be dealt with by the class teacher. Class teachers and 
other responsible adults will ensure that any incidences of cyberbullying will be recorded on the 
school’s online reporting system (CPOMS).  
 
Managing Digital Content  
Each year parents and carers will be asked to sign an Acceptable Use Policy. This covers the use 
of photographs in the following ways: 
∙ On the school website  

∙ In the school prospectus and other printed promotional material  

∙ On displays around school  

∙ During trips  

∙ Tweets on the school Twitter and posts on the school Facebook  

Parents and carers may withdraw their permission, in writing, at any time.   

We will remind pupils of safe and responsible behaviours when creating, using and storing digital 
images, video and sound. We will remind pupils of the risks of inappropriate use of digital images, 
video and sound in their online activities both at school and at home. Pupils and staff will use only 
school equipment to create digital images, video and sound.   

If parents take photographs at school events, they must ensure any images or videos taken of 
children other than their own are for personal use and will not be published on the internet including 
social networking sites. If this is breached, the school will take further action.  

When searching for images, video or sound clips, pupils will be taught about copyright and 
acknowledging ownership.  
 
Storage of images  
Any images, videos or sound clips of pupils must be stored on the school server and not 
transferred to personally-owned equipment. School laptops and memory sticks must be 
encrypted. If a cloud file-sharing system is introduced, staff must not share their log in details in 
order to keep documents secure. Class teachers and the Computing Team have the responsibility 
of deleting the images when they are no longer required or when a pupil has left the school.  
  



Staff training  
Staff will receive regular training on Online Safety issues in the form of Insets, staff meetings and 
morning briefings. All staff will have access to the Online Safety Policy. This will be shared 
annually.  All staff will annually review and sign the Acceptable Usage Policy. All staff will be made 
aware of individual responsibilities relating to the safeguarding of children within the context of 
Online Safeguarding and know what to do in the event of misuse of technology by any member of 
the school community. This includes reporting Online Safety concerns or incidents to the 
designated child protection officer and Online Safety Subject Leader via CPOMS.  
 
Passwords   
Pupils have a username to access the network. Their username usually consists of their surname 
followed by the first letter of their first name.   
Staff have a password to access the network. Their username consists of their surname followed 
by the first letter of their first name. They choose their passwords. It is recommended that their 
passwords are case sensitive and include letters and numbers in order to maximise data security. 
The school will maintain a current record of all staff and pupils who have been granted access to 
the school’s internet provision. Visitors will be given temporary usernames and passwords to use 
the server. These will be regularly changed by the ECC. Timed access to the school’s Wi-Fi 
password will be granted with permission. Visitors will also be required to read and sign the 
Acceptable Use Policy.   

Email and email usage  
Staff must use their LGFL (London Grid for Learning) email accounts rather than personal accounts. 
Under no circumstances should staff contact pupils, parents or conduct any school business using 
personal email addresses.   
Any inappropriate use of the school email system or receipt of any inappropriate messages from 
another user should be reported to a member of staff immediately. Pupils must immediately tell a 
teacher or trusted adult if they receive any inappropriate or offensive email.  
Staff that send emails to external organisations are advised to carbon copy (cc) the head teacher, 
line manager or another suitable member of staff into the email.   
 
Social networking and personal publishing   
The school will block/filter pupil access to social networking sites. Pupils and parents will be 
advised that the use of social network spaces outside school is inappropriate for primary aged 
pupils. We will teach pupils to report any incidents of cyber-bullying to their parents. Any incidents 
regarding inappropriate use of social media websites/apps involving pupils in the school will be 
recorded.   
 
Pupils’ use of personal devices  
We recommend that pupils do not bring mobile phones or personally owned devices into school. If 
they do, it is their own responsibility to keep these safe. Phones and devices must not be used on 
school premises without permission from a member of staff. The school cannot be held 
responsible for the loss/misplacement of a mobile phone. If a pupil needs to contact his or her 
parents or carers, they will be allowed to use a school phone.   

Staff and visitors’ use of personal devices  

Staff and visitors are made aware that personal phones and devices must not be used around 
school unless at break and lunchtime. The taking of pictures of children, work with children’s 
name on or anything that could identify a pupil at the school is strictly forbidden. The school 
cannot be held responsible for the loss/misplacement of a mobile phone.   
 
 
Monitoring and review  
 



The coordination and planning of the Computing curriculum are the responsibility of the subject 
leader, who also:  

● supports colleagues keeping informed about current developments in computing and by 
providing a strategic lead and direction for this subject;  

● discusses progress with the head teacher and evaluates the strengths and weaknesses in 
computing, indicating areas for further improvement;  

● uses specially allocated regular management time to review evidence of the children's 
work;  

● observes computing lessons taught by class teachers and PPA specialist lessons in order 
to provide constructive feedback, highlighting positive areas and areas on where they 
could improve. 

● work collaboratively with schools in our MAT and within leading schools in the UK. 
 

Useful website for further information  

NSPCC online safeguarding (online course)  
https://www.nspcc.org.uk/what-you-can-do/get-expert-training/keeping-children-safe-online 
course/  

Prevent e-learning  
https://www.elearning.prevent.homeoffice.gov.uk/  

ThinkUKnow Australia online safety newsletter  
https://www.thinkuknow.org.au/site/  

UK safer internet centre newsletter  
https://www.saferinternet.org.uk/ sign up at the bottom of the page  

Childnet   
http://www.childnet.com/ sign up at the bottom of the page  

Review  

This policy is reviewed annually by staff including the Head Teacher and Online Safety Leader. It 
is also reviewed whenever Government policy changes. Parents are most welcome to request 
copies of this document and comments are invited from anyone involved in the life of the school. 

 

E-security   

Strategic and operational practices  

At this school:  

∙ The Head Teacher is the Senior Information Risk Officer (SIRO).  
∙ Staff are clear who the key contact(s) for key school information are (the Information Asset 
Owners). We have listed the information and information asset owners on a document.  
. We ensure staff know to immediately report, and who to report to, any incidents where data 
protection may have been compromised, such as when passwords for sensitive systems or 
devices are lost or stolen, so that relevant action(s) can be taken.  
∙ All staff are DBS checked and records are held in one central record on a spreadsheet.  
. We ensure ALL the following school stakeholders sign an Acceptable Use Agreement form.  We 
have a system so we know who has signed.   

o Staff   



o governors   

o pupils   

o parents   

o volunteers where appropriate  

This makes clear all responsibilities and expectations with regard to data security.   

∙ We have approved educational web filtering across our wired and wireless networks.  
We also have an additional layer of monitoring software across our network system. 
We have monitoring of school e-mails / blogs / learning platforms, etc.  

∙ We follow LA guidelines for the transfer of any data, such as MIS data or reports of children, 
to professionals working in the Local Authority or their partners in Children's Services / 
Family Services, Health, Welfare and Social Services.  

∙ All staff have their own unique username and private passwords to access school systems.  
Staff are responsible for keeping their passwords private.  

∙ We require staff to use STRONG passwords for access into our MIS system.  

∙ We require staff to change their passwords into the MIS, USO admin site, when appropriate 
and requested  
∙ We require that any Protect and Restricted material must be encrypted if the material is to be 

removed from the school, and limit such data removal. We have an approved remote access 
solution so staff can access sensitive and other data from home, without need to take data 
home.  

∙ School staff who set up usernames and passwords for e-mail, network access, Learning 
Platform access are working within the approved system and follow the security processes 
required by those systems.   

∙ We ask staff to undertake house-keeping checks at least annually to review, remove and 
destroy any digital materials and documents which need no longer be stored.   

Technical or manual solutions  

∙ Staff have secure area(s) on the network to store sensitive documents or photographs. ∙ We 
require staff to log-out of systems when leaving their computer, but also enforce lock-out after 
30 minutes when computers have been inactive.   
∙ We use encrypted flash drives if any member of staff has to take any sensitive information off 

site.  
∙ We use an appropriate solution with its 2-factor authentication for remote access into our 

systems.   

∙ We use the DfE S2S site to securely transfer CTF pupil data files to DfE / other schools.  ∙ 
We use the Pan-London Admissions system to transfer admissions data.  ∙ We use LGfL's 
USO FX to transfer documents to schools in London, such as references, reports of 
children.   
∙ Non sensitive documents may be placed into and stored on FrogDrive to be uploaded onto 

the school’s Frog (VLE) platform pages.   

∙ We store any Protect and Restricted written material in appropriate storage. ∙ All servers 
are in lockable locations and managed by DBS-checked staff. ∙ We use LGfL’s GridStore 
remote secure back-up / named alternative solution for disaster recovery on our network / 
admin, curriculum server(s) 
∙ We comply with the WEEE directive on equipment disposal, by using an approved disposal 

company for disposal of IT equipment. For systems, where any protected or restricted data 
has been held, (such as servers, photocopiers), we get a certificate of secure deletion.  

∙ Portable equipment loaned by the school (for use by staff at home), where used for any 
protected data, is disposed of through the same procedure.   

∙ Paper based sensitive information is shredded, using a shredder. 

 

Protecting personal data  

Personal data will be recorded, processed, transferred and made available according to the Data 
Protection Act 1998.  


